MSM Custom SSL Cert Using Microsoft Certificate
Authority

Dell EMC Technical White Paper



Revisions

Revisions
Date Description
Jan 2019 Initial release

Acknowledgements

This paper was produced by the following members of the Dell EMC storage engineering team:

Author: Santosh

Dell EMC Technical White Paper



Table of contents

Table of contents

XYY T0] o PO O PP PP TP PPPPPRPN 2
F e g oY (=T o =T 1T o CS PP TSR TPPUPPRTTT 2
P U o [[=T ot oo Ko o] o= OO U P PP PPPPTON 4
PIEIEQUISIEES ...tttk e ookt e 44kt e e ok bt e 44k b et e 44k b et e 44 H b et e 4ok b et e ook et e oo R b et e e e R e e e e R e e e nnes 4
WHY USE @GN SSL COIMITICATE?.....eeiie ettt ettt et e oo ookttt e e e e e oo e h b bbb et e e e e e e s abbbe e e e e e e e e annbbbeeeeeeeaeanne 4
WHY USE @ CUSTOM CRITITICATIE? ..ottt ettt oottt e e oo ookttt et e e e oo e s b bbbttt e e e e e e bbb be e e e e e e e e annbebeeeeaeeaeannn 4
CUSTOM CErtifICALE ALITIDULES ... ..eeieiiiee ettt et et e e oo et e e et e e e e et e e e asbe e e e e snbe e e e s aaneeee e e 4
Generating a Certificate Signing ReQUESE (CSR) ... ..ttt e e e e e bbb e e e e e e e e e nbeneees 4
Certificate signing using MiICroSOft WINAOWS CA ... . .iiiiiiiiii et s et e e e e e s e e e e e e e e s et e e e e e e e s sannbstereaeeeeesnnsnneees 7
Uploading cert to OpenManage ENterpriS@ MOUUIAK ...........c.uviiiiieeiiiiiieie ettt e st e e e s s e e e e e e e s e snnraneeeaees 12

Dell EMC Technical White Paper



Audience and scope

Audience and scope

The scope of the document is to provide a detailed procedure towards setting up a custom SSL/HTTPS
certificate for Dell EMC OpenManage Enterprise Modular using Microsoft Windows Certification Authority.
This white paper is intended for sale engineers, field application engineers, test engineers, architects or IT
administrators who are involved in the decision-making process for the planning, configuration, and operation
of a dynamic datacenter.

Prerequisites

You are expected to have working knowledge of networking, SSL, HTTP and digital certificates. This
illustrates the usage of Microsoft Windows Certification Authority for the generation of custom certificate. You
are expected to know the steps for accessing and logging into the Dell EMC OpenManage Enterprise Modular
web console. You can find more information about how to access and login to the console using the console’s
user guide.

Why use an SSL certificate?

For secure HTTPS communication, the web server requires the SSL certificate on the Dell EMC
OpenManage Enterprise Modular chassis. It secures data between the server and user’s browser for safety.

Why use a custom certificate?

By default the console comes with a self-signed SSL/HTTPS certificate generated on the chassis. It serves
the purpose of securing the communication but it shows an untrusted certificate exception in the browser.

Uploading a custom SSL certificate, signed by a trusted CA, establishes a trusted/secure client and server
communication within the organization. This custom certificate fixes the untrusted certificate exception in the
web browser.

Custom certificate attributes

The chassis supports a X.509 certificate with RSA 4096-bit key encryption standard and requires a web
server certificate in DER Base64 encoded format.

Generating a Certificate Signing Request (CSR)

Open the OpenManage Enterprise Modular web console using https://chassis-ip-or-fqdn and then navigate to
Application Settings -> Security -> Certificates tab.
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Generating a Certificate Signing Request (CSR)

£+ Application Settings

Network Users

Settings
v SSL Certificates

Issued To
Distinguished Name
Business Name
Department Name
Locality

State

Country

Email

Issued By
Distinguished Name
Business Name
Department Name
Locality

State

Country

Email

Valid
From

To

Upload

Security Alerts

Certificates

localhost

Dell Ine.

Server Solutions
Round Rock

X

us

support@dell.com

localhost

Dell Inc.

Server Solutions
Round Rock

X

us

support@dell.com

Jul 19, 2018 2:19:03 PM

Jul 16, 2028 2:19:03 PM

Generate Certificate Signing Reques

Click Generate Certificate Signing Request, provide the required information, and make sure that the

Distinguished Name field contains the chassis FQDN/Hostname or localhost.localdomain if FQDN/Hostname

is not set.
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Generating a Certificate Signing Request (CSR)

Generate Certificate Signing Request 0 X
Enter the details and click Generate. This information will be used to generate a Certificate Signing
Request.
Distinguished Name (hostName.domainName.com) CDEV123.dell.com
Business Name DellEMC
Department Name ISG
Locality (Town/City) Round Rock
State (Providence/Region) TX
Country Code us
Email support@dell.com
Step Tof2
Generate Cancel

Click generate, and then click Download Certificate Signing Request or Copy and/or save the text from the
newly opened browser tab or window.
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Certificate signing using Microsoft Windows CA

Certificate Signing Request 0 X
Copy the text below and submit it to a certificate authority to receive a valid SSL certificate.

& Download Certificate Signing Request

—BEGIN CERTIFICATE REQUEST—

MIIE/zCCALcCAQAWGYsxCzAJBgNVBAY TANTMCewC QY DVOQIDAJUWDETMBEGATUE
BwwKUm31bmQgUm9jazEQMALGATUECgwWHRGY sbEVNOzEMM AcGATUECwWwWDSVNHMRkw
FwYDWQQDDBEDREVWMTIzLmRIbGwuY29tMREWHOYIKeZ IhveNAQkBFhBzdXBwb3.J0
OGRIbGwuUY2StMIICANBgkghkiGIw0BADEFAAOCAGEAMIICCgKCAGEAWGPgERA0
QouGmhkJHegDL7ea75l+cmRm+ialnk /IRtZwnlZHEIE32FRY5eldev7 4uw/Ppeid
uwObbv2Dy68Fpg//bMESyLOyLx++s54gXshn7olL4aG3IK7+BtH1 Li2xuudSmNARDB
ZuYVwZBttWizvFGWEMMgZWjdUbjCAWa0JOy4LA/AgIvTxw 1 BWT3jnZ+x0UF8S Tk
WY¥d0c5Pj/789z3g2uh 1knh7d1 Zu2BBjnxf8f4fK DxsthMtbHy DI0oLwkuJBX4frpQ
bujicPg3mFDubJCKSihp4UeUofhKWP/kUPQ4Gtkk4hZph/UHkjBMgDsJui7WetRl
eivh09zX5JzfIVFpyvz/29bBX718m3gkmzrO+0RUE UbcPNPx Va9 Z JY 2eFWnjUKAM
SPMiKDO6ZV7 ptXsBgal/7pVO3WpCBNO+YFISwSGFmMRgdQOLBIEXhSIAWHHYZE2m]
yibXEm&gtdhvBSdmhHMcghMmaGieYU2UujgAgHBORGNfwiZ4kzET1 QFONAVHGNQECY
vimSA TvnyHyxJTInY+zyWmeyjAcz Ygu3XgUwitBKNIHUELmMOQw7eamBR/ Ly TFXd63M
kTkbyOhOMNERR.JCheerlmAALgWviCMrgSguNOMNwWRXWATuPUIMY3RXKT 1 PgAJEYS
YCidUFF+cqfGOvkf TAToFQ3P9u7v0h+mghMCAWEAAaAUMCWGCSqGSIB3DOEJDJER
MBOwGwYDVRORBBOwWESIQQORFVEyMySkZWxsLmMNvb TANBgkghkiGOwIBAQsFAAQC
AgEAeTvdADjGIK+CxWNDg/rfzL/pwFZms2V0cFnJnPKI2549)Y+aFhvRiz08jKwx
%/UnBT/f3xcwDTkzrCJG0z6/zGKIHLNhWUZeVPOQ8T 35tRJtdjrwWzJ520i TFst
ddkKFTBhlcQaSyhWDquanINHPtSVOmCdIW+ihjYgHzHkprHegCAsniHsrp09x0
rJ8FRZX¥Ws0eWENTD0o3hjHBByUmpEpdHbBk4 1]VsKikabo9JZ proxIFOlyyEKCoE
w3cCBxE60VNBcjufKEw7+m3ggofZh+FImsy00nM+Qrifyb/dwdyp3vNHrvzECU9gs
J280P9cjc/xs/3z0zf JoakK /aDJOfEE/NG30%ePdtjBuMPmwoZ UOWgzhirgFNGx2
jodHxtjtgGvlieZ Mxl Zwhbldhy406GSTxgWamUnlhasQJuCopBdntYaKsAlQijlj+
JZZBwK1xe0HbalUdXEDeljWLLhA=f646rBNOTeX7sEGTKFYSn14NHRsAK+67ysROCT
42fb1 TCpsD96Cd3IXIJhak7GgFM 3V 2yfyCLinpJOxuwvCanxfk+FBsdkRKnM2Nh
2y7EcTc8JZvAtahtmino7mMOvES/6IRyoPEVbord M7 wjAtZolIB4jUMFECW TryzW
EgONTIG3k8eLG/cTWsICYYArXAZBLoAT/flbKgWhITH4yUI=

—EMND CERTIFICATE REQUEST—

Step 20f 2
Previous Finish

Certificate signing using Microsoft Windows CA

This section shows you how to digitally sign a CSR generated using Microsoft Windows Certification
Authority. This section assumes that the certification authority server has already been configured.

Open the certification authority portal page in the web browser by using http://certificateauthority-ad/certsrv.
Click certificate request and then advanced certificate request.
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http://certificateauthority-ad/certsrv

Certificate signing using Microsoft Windows CA

G@K@ hitp://localhost/certsn/certrqus.asp 2 - & & Microsot Active Directory .. ‘ ‘

Microsoft Active Directory Certificate Senices — WINSRVR2012-CA

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Cerificate

Or, submit an advanced certificate request.

Then click the Submit a certificate request by using a base-64-encoded CMC or PKCS#10 file.

ae\@ hittp://localhost/certsry/certrgad.asp £ - & || & Microsoft Active Directary .. | |

Microsoft Active Directory Certificate Senices — WINSRVR2012-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.
Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file. or submit a renewal request by using a base-64-encoded PKCS #7 file.

Copy and paste the contents of the CSR either by opening the downloaded CSR file or paste the already
copied text into the Saved Request text area. Make sure that the BEGIN and END certificate REQUEST tags
are present in the text and there are not trailing spaces in the text.
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Certificate signing using Microsoft Windows CA

a@|@ http://localhost/certsr/certrgatasp P~ ” & Microsoft Active Directory .. ‘ ‘

Microsoft Active Directory Certificate Senices — WINSRVR2012-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerfificate request or PKCS #7 renewal request generated by an external source (such as a Web ser

Saved Request:

JbdHXTITaGY0ieZNx1Zubldhy40665ExaWSMInTh:
Base-64-encoded |1ZZ6WK1xe0HbaUAXECe1IWLLhAC 64 6raNOTeX T 31"
certificate request [42 fb1TCpsD96CAIX1Tn4kTGEFMIVIV2yEyCLinpdt

(CMC or 2yT7EcTc8JZvAtahtminoTmMevEL/ 61RyoPEVbor4l
PKCS #10 or EqQONTSG3k8cLG/ CTWSICYYAIXAZELni\T/fjbl(th'v
PKCS #7):.  |-———— END CERTIFICATE REQUEST--——- ‘

< >

Additional Attributes:

Attributes.

Submit the certificate signing request using the Submit button. The Certificate Authority portal will show a
pending certificate id on the next page.

e@\@ http/flocalhostycertsrofcertfnsh asp £-¢ H (& Microsoft Active Directory . ‘ ‘

Microsoft Active Directory Certificate Senices — WINSRVR2012-CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate you requested.

Your Requestid is 2.
Please return to this web site in a day or two to retrieve your certificate.

Note: You must return with this web browser within 10 days to retrieve your certificate

On the Certification Authority server, open the Certification Authority snapshot from Administrative Tools and
go to pending requests.
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Certificate signing using Microsoft Windows CA

1 | v Control Panel » Systern and Security » Adrinistrative Tools

&

43 Favorites Marme Date modified Type Size
B Desktop L Terminal Services 8/22/2013 @304 File folder
|8 Downloads @ Certification Autharity 8/21/2013 11:56 PM Shortcut 2KE
El Recent places @- Component Services 82172013 1157 P Shortout 2KB
(A2 Computer Managermen g i 154 Phd  Shortoy KE
I 18 This PC e
File Action Wiew Help
Dej Metwork
%z G E

ﬁ Certification Authority (Local) Request 1D Binary Request Request Status Code Request Dispasition Message Request Submission Date
4 gl WINSRVRZOI2-CA Bl BEGIN ME...  The operation comnpl..  Taken Under Subrnission 7192018 3:31 PM
] Revoked Certificates
[ lssued Certificates

|| Pending Requests

[ Failed Requests

Right-click the pending certificate for the id generated before. On the context menu click All Tasks and Issue
the certificate.
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Certificate signing using Microsoft Windows CA

T Control Panel » Systern and Security » Administrative Tools
43 Favorites Mamme - Date modified Type Size
B Desktop 1 Terminal Services 8222013 830.AM File falder
j Downloads @a Certification Authority /212013 11:56 PM Shortout ZKB

] Recent places F:'_‘r Component Servces 821203 TLETPM Shortout 2KB

I 18 This PC

File Action View Help
3 f- Metovork

e =T 7]

&] Certification Authority (Localy Request ID Binary Request Request Status Code Request Disposition Message Request Subrmission Date Regue

A g WINSRVR202-CA = o

] Rewnked Certificates

[ Issued Certificates Refresh Export Binary Data..,

1 Pending Requests
1 Failed Requests

All Tasks Wiew Attributes/Extension

Help Issue
Deny

K

Contains actions that can be perfarmed an the item.

Open the Certification Authority portal page and go to View the status of a pending certificate request.

Dell EMC Technical White Paper



Uploading cert to OpenManage Enterprise Modular

£~ ¢ || @ Microsoft Active Directary .. %

Microsoft Active Directory Certificate Senices — WINSRVR2012-CA

View the Status of a Pending Certificate Req|

Select the certificate request you want to view:
Saved-Request Certificate (Thursday July 19 2018 3:31:35 PM

Click on the saved certificate request and download the certificate and Base 64 encoded file on the disk using
the Download certificate link.

I!@ hittp:/flocalhost/certsnafeertfnish asp L-c | & Microsoft Active Directory .. % -(

Microsoft Active Directory Certificate Senices — WINSRVR2012-CA

Certificate Issued

The certificate you requested was issued to you.

ODERencoded or @ Base 64 encoded

Download cettificate
==1 Download certificate chain

Uploading cert to OpenManage Enterprise Modular

Open the management console and go to Application Settings - > Security -> Certificates tab.

Click upload and browse the saved certificate to upload the certificate.
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Uploading cert to OpenManage Enterprise Modular

& Open ‘il
o~
() )=[08 » Azam,fan » Downloads » [ 43| [ Search Dawnicads o]
Organize » New folder 0 @
¢ Favorites Name ‘ Date modified Type Size -
B Desktop | bug327193 34.2_hack (1) 11/13/2012 419PM  File folder
i':".' Recent Places | cschneider-Karaf-Tutorial-ce569af 9/7/201210:38 AM File folder
18 Downloads | dblogs 8/2/2017 1:19 PM File folder
. daim2-xsd 11/27/2012 4:54 PM  Filefolder
3 Libraries | eclipse-jee-indigo-SR2-win32-x80_64 8/6/2012 2:28 PM File folder
@ Frarros .. hibernate-release-4.1.8.Final 11/1/20121:41 PM File folder |
il Git | http%3a%2f¥2fcygwin.mirror.constant.c...  3/13/2018 4:27 PM File folder
J, Music . idrac-2.0-mofs 2/6/201311:15 AM File folder
[ Pictures |, imageusb 4/20/201711:35 AM  File folder
&l Subversion 1 jdk-Bul52-linux-x54 4/2/2018 3:04 PM File folder
B8 Videos | Leader_ApplicationLogs 5/14/2018 5:48 PM File folder
1 mem_98_ApplicationLegs 5/14/2018 5:47 PM File folder
18 fanAzam WNTX64-3 . msm_logs 11/12/201710:26 ...  File folder
| org.springframework.web.servlet-3.1.2.R...  11/8/201211:00 AM  File folder
G Network | org.springframework.web.servlet-source..  11/9/201211:01 AM  File folder
.. pgmodeler-0.2.0-windows-x86 3/20/2016 4:27 PM  File folder
.. pgmodeler-0.4.0-alphal-windows-x86 3/29/2016 416 PM File folder L
| ProcessExplorer 9/12/201211:58 AM  File folder 3
. psglodbe_09_02_0100-x64 (1) 10/18/2013 3:14 PM  File folder
.. smhbj-0.3.0-sources 10/9/2017 3:39 PM File folder
| SNMP-Agent-0.06 (1) 5/11/2016 1:47 PM  File folder
L SnmpWalk 5/10/2016 738 PM  File folder
| tomcat-connectors-1.2.40-src 10/1/2014 4:27 PM File folder
5 certnew (1).cer 7/19/2018 5:48 PM  Security Certificate 3KB
@ certnew (2).cer 12/13/2013 5:50 PM  Security Certificate 1KB
E] certnew (3).cer 11/15/201711:50 ... Security Certificate 3KB
5l certnew (4).cer 12/14/2017 4:45PM  Security Certificate 3KB
5l certnew (5).cer 12/14/2017 5:02 PM  Security Certificate 3KB
5] certnew.cer 7719/2018 5:45 PM Security Certificate 3KB =
File name: certnew.cer ~ [AllFiles -
[ Open |v| [ Cancel ]

MSM will logoff and show an info message about certificate upload success.
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