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OVERVIEW

On Dell EMC Unity, there are several methods available to access file system data from the destination system of a replication session.
This document describes the available options for DR access and testing for file systems leveraging native synchronous or
asynchronous replication. These procedures can be leveraged when running DR test operations to ensure that the replicated data can
be read and written to. It also allows applications to be brought online online using the data from the destination system to ensure there
are no errors.

You can access both file systems and snapshots on the destination of an asynchronous replication session. However, it is highly
recommended to use snapshots since the file system is still actively being replicated. For synchronous replication sessions, only
snapshots can be accessed. The following options are available:

NAME ACCESS TYPE PROTOCOLS RESOURCE INTERFACE

Read-Only File Systems
SMB

Proxy NAS Servers Read-Only Read-Only Snapshots Proxy NAS Server Interface
(OE 4.3+) NES
Read-Write Snapshots
Read-Only Snapshots
SMB Prog%/ zl'g‘f’ Shares Read-Write SMB Proxy NAS Server Interface
( 5+) Read-Write Snapshots
Read-Write NFS Read-Write Snapshots Backup & Test Interface
Read-Only File Systems
FTP
FTP/SFTP Read-Write Read-Only Snapshots Backup & Test Interface
SFTP
Read-Write Snapshots
SMB Read/Write File System
NDMPCopy Read-Write Backup & Test Interface
NFS (restored from Snapshot)

¢ Name - The name of the feature

e Access Type - Read-Only or Read-Wite Access

e Protocols - The protocol can be used to access the share

e Resource - Which resources can be accessed using this method
e Interface - Which interface is used to provide access to the share

Your requirements for access type, protocols, and what resources you want to access will determine which method you should use. For
example, if you only need read-only access for either SMB and/or NFS, a Proxy NAS Server can be configured. However, if you need
read-write access, a SMB Proxy NAS Share or NFS access should be configured for SMB and NFS, respectively. FTP/SFP should be
configured if you application or environment leverages FTP/SFTP. Finally, NDMPCopy can be used if you want to create a full copy of
the file system and present it to the application for the DR test.



PROXY NAS SERVERS

Dell EMC Unity OE version 4.3 introduces Proxy NAS Servers, providing the ability to access files on the destination side of a replicated
file resource. This feature provides read-only access to file system and snapshot data through SMB and NFS. There is no ability to
write to the file systems or snapshots using the proxy NAS server, even if the snapshot is read/write.

All the NAS Servers’ file systems and their snapshots are displayed when connecting to the proxy NAS Server. Due to this, the user
must be part of the Local Administrators group for SMB or root for NFS. You can add users and groups to the local Administrators
group of the proxy NAS server through MMC, just like a regular SMB server. The figure below shows the Proxy NAS Server
configuration.
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Although it may be possible to directly access the file system data using the proxy NAS server, it is recommended to use this feature to
access data residing on snapshots. This is due to the fact that the destination file system is still being actively replicated. For
asynchronous replication, there may be instances where the destination file system needs to be frozen due to a replication sync.

In order to create a proxy NAS server, create a new NAS server on the system with an interface, the appropriate protocols, and
configure the appropriate services such as DNS and LDAP. The new proxy NAS server should be configured the same way as the NAS
servers that it is providing access to such as protocols, tenants, and so on. Note that the new proxy NAS server must reside on the
same SP as the NAS server that it will be providing access to.



Create a NAS Server (7 X'x]

Configure Sharing Protocols

v General To successfully join to the
W Multiorotocol Active Directory domain or to
¥ Interface o] Mulp enable secure NFS, DNS
i o Multiprotocol enables simultaneously sharing file systems between Windows and Linwx/Unix servers and system NTP are
® Sharing Protocols users. required.
Unix Directory Service To enable access from

Windows to a multiprotocol file
DNS system, each Windows user

must map to a Unix UID and
#) Join to the Active Directory domain P

T e GID.

o SME Computer Name: * :

Qe e e Frowy_NAS_Server You cannot disable

au ary SMB Server Description: multiprotocol once a file system

- exists.
Windows Domain: When multiprotocol is enabled

Domain Privileged Username: *  Administrator Egliﬁ?b?en; nfs protocol shall

Password: *

Advanced (Using defaults)
! Enable NFSv3

|| Enable NFSv4

] Enable Vols

Configure secure NFS
(Mot Configured)

=

In order to designate the new NAS server as a proxy NAS server, a CLI Service Command must be used. SSH into the system and run
the svc_nas <Proxy NAS Server> -proxy -add <Target NAS Server> command, where:

e <Proxy NAS Server> - The name of the new proxy NAS server you just created
e <Target NAS Server> - The name of the destination NAS server you want users to access

e -NFSRoot <Allowed Nodes> - For NFS access, also include this option to specify the nodes that should have access
over NFS. Multiple options can be specified in the command if they are separated by a space. Valid options are:

o minSecurity - <Security_Mode>
o host - <Hostname>

o ip-<IPv4 or IPv6 Address>

o subnet - <IP/Mask>

o netgroup - <Netgroup>

For example, run svc_nas Proxy NAS Server -proxy -add NAS Server -NFSRoot ip=10.10.10.10 to configure the
proxy NAS server for NFS access and limit access to client IP 10.10.10.10.

To view the proxy NAS server configuration on the system, run the svc_nas Proxy NAS Server -proxy —-show command, as
shown in the figure below.



P W - PuTTY - m| ot
16:07:57 servicel@Chen23sd spa:~/ user> svc_nas Proxy NAS Server -proxy —show ~
Proxy NAS Server ! commands processed: 1
command (8) succeeded
output is complete

The proxy configuration allows accessing the following HAS server(s):

HaS5S server: MNAS Server State: Started Mode: Destination

SHE share: NAS Server
HNFS export: MNAS Server allowed root clients: ip=10.10.10.10

Command succeeded

16:07:58 servicel@Chen23s0 spa:~/ user> I

W

This indiciates the Proxy NAS Server is properly configured and accessible. Run mount Proxy NAS Server:/NAS Server /mnt
on the host that is provided access or \\Proxy NAS Server\NAS sServer from a SMB client to mount the proxy NAS server and
view the contents. Note that the proxy NAS server configuration and details are only available through the svc _nas CLI command.
This information is not available through UEMCLI or Unisphere.

Each proxy NAS server can be configured to provide access to one or more NAS servers’ data. Each NAS server that you add to the
proxy NAS server is displayed as a subdirectory with the name of the NAS server. All of the NAS servers’ file systems and their
snapshots are displayed when connecting to the proxy NAS server, as shown in the figure below.


file://///Proxy_NAS_Server/NAS_Server

L | = | NAS Server -

Home Share Wiew
« v A L v MNetwork > Proxy MAS Server » NAS Server » v O Search MAS_Server
Name Date modified Type Size

s+ Quick access
103079215112_FNMOD165003983_0000.ckptD00_3582431801462448.1_921 11/13/2018 &:05 AM  File folder

E This PC 103079215112_FNMOD1650039383_0000.ckpt000_3582431801468957.2_921 11/13/2018 8:05 AM  File folder
171798661877_FNMOD165003583_0000.ckpt000_3590107935342852.1_370 11/13/2018 9:03 AM  File folder
171798681877_FNMOD165003983_0000.ckptO00_3590107935372417.2_370 11/13/2018 %:03 AM  File folder
171798661879_FNMOD165003983_0000.ckptO00_3590127398331635.1_431 11/13/2018 %:03 AM  File folder
171798661879_FNMOD165003983_0000.ckpt000_3590127398360766.2_431 11/13/2018 %:03 AM  File folder
171798601884_FNMOD165003983_0000.ckpt000_3590165380945337.1_459 11/13/2018 %:04 AM  File folder
171798691884_FNMOD165003983_0000.ckpt000_3590165380974565.2_459 11/13/2018 %:04 AM  File folder

|_j MNetwork

Fs1 11/13/2018 903 AM  File folder
FS1_RW_UTC_2018-11-13_18_03_31~1 11/13/2018 10:02 ... File folder
FS1_UTC 2018-11-13_17_21_21_20181113174834~1 11/13/2018 948 AM  File folder
Fs2 11/13/2018 %03 AM  File folder
FS2_UTC_2018-11-13_17_21_43_20181113174826~1 11/13/2018 9:48 AM  File folder
FS2_UTC_2018-11-13_17_21_56_20181113174829~1 11/13/2018 9:48 AM  File folder
F53 11/13/2018 903 AM  File folder
FS3_UTC_2018-11-13_17_22_04_20181113174851~1 11/13/2018 9:48 AM  File folder
FS3_UTC_2018-11-13_17_22_09_20181113174854~1 11/13/2018 9:48 AM  File folder
FS3_UTC_2018-11-13_17_22_14_20181113174856~1 11/13/2018 9:43 AM  File folder
lost+found 11/13/2018 7:47 AM  File folder

19 items




SMB PROXY NAS SHARES

Dell EMC Unity OE version 4.5 introduces the ability to create SMB shares for writeable and read-only snapshots on the destination
NAS Server. This feature is designed to enable DR testing without any impact to the ongoing replication session. It allows customers to
confirm that an application can be brought online and write to a share hosted on the destination system. This feature works with both
asynchronous and synchronous replication. This feature leverages a Proxy NAS Server and Proxy share created on the destination
system to provide access to the snapshot, as shown in the figure below.
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In contrast to the read-only Proxy NAS Server feature, this feature allows any domain user to access the share and is not limited to
Administrators or root. This is because each share points to a specific snapshot, as opposed to the entire contents of the NAS Server.
The proxy share can be configured to point to either a Read-Only (RO) or Read-Write (RW) snapshot that exists on the destination file
system. If a RW snapshot is selected, then the client can write to the share.

To configure a proxy share, a new Proxy NAS Server must be created on the destination Dell EMC Unity system. The NAS Server must
reside on the same SP it is providing access to and must be joined to the same SMB domain as the destination NAS Server. If these
requirements are met, a single Proxy NAS Server can be used to access data on one or more destination NAS Servers.

Once the Proxy NAS Server is configured, SMB shares can be created for snapshots. These special Proxy SMB shares can only be
configured and managed by using the svc_nas command. Once created, these shares are not visible through normal interfaces such
as Unisphere, UEMCLI, or REST API. These shares also do not count towards the system limits and there is no hard limit on how many
Proxy SMB shares can be created.

To create a Proxy SMB share, use the svc_nas <Proxy NAS Server> -proxy share -add <Target NAS Server> -share
<Share Name> -path <Snapshot Path> command, where:

e <Proxy NAS Server> - Name of the Proxy NAS Server

e <Target NAS Server> - Name of the NAS Server it is providing access to

e <Share Name> - Name of the share that the client uses to mount

e <Snapshot Path> - Path to the RO or RW snapshot, usually this is the name of the snapshot prefixed with a /

For example, svc_nas Proxy NAS Server -proxy share -add NAS Server -share FS -path /UTC 2018-11-
13 15:58:57.



To view the proxy NAS server configuration on the system, run the svc_nas Proxy NAS Server -proxy share -show, as

shown in the figure below.

gE = - PuTTY - m| x

16:4%9:35 servicel@Chen23s0 spa:~ user> svc _nas Proxy NAS Server -proxy share -show 4
Froxy NAS Server @ commands processed: 1

command (2) succeeded
output i=s complete

The proxy configuration allows accessing the following NAS server (=) :
HNAS server: NAS Server State: Started Mode: Destination
SME share: F5 —- target=HAS Server path=fUTC_2013—ll—13_15:53:57

Command succeeded

16:4%9:36 servicel@Chen23s0 spa:~ user> I

Once this is created, any domain user can access the snapshot by mapping the UNC path \\Proxy NAS Server\Fs. The snapshot

data is accessible for read/write access, as shown in the figure below.
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file://///Proxy_NAS_Server/FS

I AL=IFrs

Home Share Wiew
= v L » Network » Proxy MAS Server » FS »
MName
st Quick access
Folderl
& ThispC Folder2
Ii_‘ Network Folder3
lost+found
4 items

Date modified

11/13/2018 %17 AM
11/13/2018 &17 AM
11/13/2018 %17 AM
11/13/2018 9:.02 AM

Type

File folder
File folder
File folder
File folder

v O

Size

Search F5
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BACKUP AND TEST INTERFACE

For NFS, FTP/SFTP, or NDMPCopy access, a “Backup and Test” interface must be created on the destination NAS server. This is
necessary since the regular production interfaces are not available on a destination unless the NAS server is failed over.

rainer3 Properties 2 N X

General Network Naming Senvices Sharing Protocols Protection & Events Security Repilication
*® Interfaces & Routes PacketReflect  Disabled (Replicated) Change Preferred Interface
Routes to External Services Neétwork Interfaces
+ - (& Ping/Trace 2items Y - &£ -
| :iroducton iFintsiace 1  SubnetMas... | Gate... Port Preferred Role
IP Interface for Backup & Test i i
[ - —— 255.255.2... 10...  SPAEthemetPort2 No Production
U @ mEmmm=s 255.255.2... 10...  SPAEthemetPort 2 Yes Backup &DR...
Add NAS Server Network Interface I (%)
~
Role Backup and DR testing F

Ethernet Port: *

IP Address: *

Subnet Mask/ Prefix Length:* e miasng

Gateway

VLAN ID:

» This is a Backup & DR Test
interface. The interface of

Ethernet Port 2 (Link Up, Actual Speed: 1 Gbps, MTU ~ this type:
o ww Could be used for backup
B and Disaster Recovery (DR)

testing purposes.
Allows NFS access only,

Is NOT replicated during the
Replication session;

Is active in both Source and
Destination Replication
modes.

B40 Ri 0 -

— Edit

This interface will become
active immediately.

12



CONFIGURING NFS ACCESS

You can use NFS to access writeable snapshots of NFS file systems on the DR NAS server. If you want to use this method to access
snapshots of SMB file systems, you will need multiprotocol configured on the primary NAS Server. The multiprotocol and NFS base
configuration is applied on the primary NAS server and is automatically replicated to the DR NAS server:

rainer3 Properties 7 M)
General Network Maming Services Sharing Protocols Protection & Events Security Replication
SMB ] Enable Linux/Unix shares (NFS Server)

® NFS |_| Wols Enabled

Fp 1 NFsv4 enabled

Show advanced
Multiprotocol

rainer3 Properties (2 X%}
General Network Naming Services Sharing Protocols Protection & Events Security Replication
SmB 1 Multiprotocol
NFS W Enable default account for unmapped users
FTP o Default Unix username is used to calculate Unix permissions when mapping to Unix fails.

Default Windows username is used to calculate Windows permissions when mapping to Windows fails.
* Nuitiprotocol

usermname
Default Windows
username:




The next step is to create an NFS share on the DR NAS server:

Create an NFS Share (NFS Export)

 File System Select a source for the new share

G File System: *
Name & Path - —
fs3_multi A
Access
Summary ) Snapshat for File System “fs3_muilti”
Results

w_dr

2017-02-27_23:06:54
now_it_can_be_NFS_exported
RAINER_FS
FS3_RAINER_FULL_FS

(2 1)

While NAS Server operates in
destination mode you can only
create NFS share on file
system snapshots.

Note that only read-write protocol snapshots can be NFS exported. In order to access the data from a read-only snapshot, simply
create a read/write snapshot from it. In the GUI, this is done via the “Copy snapshot” action in the Snapshots tab of the file system

properties:
fs3_multi Properties (7 XX]
General Snapshots FASTVP Replication Quota Advanced
e Snapshots + & C # MoreActons v 24items W - £ -
Snapshot Schedule | (=] | Name Reslore te | AutoDe... | Shared Access Type
== . Copy 3 i i e 3 Ta
‘\_ | 2017—02-27_23.00.(.-.—‘@._..3@ No No Hidden.ckpt file folder(read-only) f=
| Copy Snapshot !
||| 2017-02-27_23:06:54 Yes Share
i | 2017-02-28_23.00.00 Ready No No Hidden.ckpt file folder(read-only)
|
|| 2017-03-01_23.00.00_1 Ready No No Hidden.ckpt file folder(read-only)
} | | 2017-03-02_23.00.00_1 Ready No No Hidden.ckpt file folder(read-only)
1 ' 2017-03-03_23.00.00 Ready No No Hidden.ckpt file folder(read-only) g
‘ -
|| 2017-03-04_23.00.01 Ready No No Hidden.ckpt file folder(read-only)
|
Il 1 2017-03-05 23.00.00 1 Readv No No Hidden.ckot file folder(read-oniv)

Copy Snapshot

A

Name of Copy: *

for_NFS_restore

14



Now we can create a NFS share for it:

Create an NFS Share (NFS Export) (2 M%)
. Select a source for the new share , ; :
® File System While NAS Server operates in
' File System: * destination mode you can only
Name & Path e create NFS share on file

il

fs3_multi system snapshots.

Access
it

Summary ( o Snapshat for File System "fs3_muilti®

Restlts [ | This field is required |
rw_dr

2017-02-27_23:06:54

now_it_can_be_NFS_exported
RAINER_FS
FS3_RAINER_FULL_FS
for_NFS_restore {b

Create an NFS Share (NFS Export)

¥ File System Provide NFS share name and path

Share Name:* | NFS_restore_tes
®* Name & Path - test l
) Description: I
Access
Summary
Results
NAS Server: rainer3

File System: fs3_multi

Snapshot: for_NFS_restore
Local Path: for_NFS_restore /
Export Paths: NPT B FRE/NFS_restore_test

Bl 5 H FU/NFS_restore_test

Configure access permissions for your NFS client. In this case, | am just simply exporting it with read/write + root permissions for
everybody. This is not recommended for security reasons:

Create an NFS Share (NFS Export) 12 WX
; Configure Access
v File System 9 . ' Forfile-based storage, you can
Default Access: | Read/Write, allow Root - configure each hostto have no
¥ Name & Path access, read-only access,
@ Default access is applied to all hosts unless you choose to override access for one or more hosts. readhwrite access, or root
® Access access.
Customize access for the following hosts:
Summary
Results +

™) ‘ ! ‘ Name 1 i Network Ad... ‘ Protocols [Access Type




Create an NFS Share (NFS Export) 00

Review Your Selections

¥ File System
Source Configuration
¥ Name & Path
Snapshotname: for_NFS_restore
¥ Access .
Share Details
® Summary Share Name NFS_restore_test
Description
Local Path ffor_NFS_restore/
Host Access
Default Access Read/MWrite, allow Root

Custom access has not been configured for any hosts

Export Paths
| NFS_restore_test

= = ©/NFS_restore_test

Let’s look at the NFS client’s point of view:

[root@centos-asia fs3 rw dr]# showmount -e 10.0.0.1
Export list for 10.0.0.1:

/for NFS restore (everyone)

/NFS_restore test (everyone)

[root@centos-asia fs3 rw dr]# mkdir /mnt/NFS_restore_ test
[root@centos-asia fs3 rw dr]# mount 10.0.0.1:/NFS_restore_test /mnt/NFS_restore_test/

[root@centos-asia fs3 rw dr]# ls -1 /mnt/NFS_restore_test/

total 64

—rw-r--r—-—. 1 root root 0 Feb 28 06:12 aaa
—“ITWXIr-XIr-x. 1 root root 372 Feb 27 08:51 AclDedupDB
—IWXY—-XIr-X. 1 root root 477 Feb 27 08:51 AclRecordsDB
“ITWXIWXTWX . 1 1001 1001 0 Feb 27 08:40 addfaf.txt
“TWXIWXIWX. 1 leberr 9 Mar 3 08:31 file created by CIFS.txt.txt
“TWXTWXIWX. 1 1001 1001 12 Feb 27 08:22 leberr.txt - Copy.txt
“TWXTWXIWX. 1 1001 1001 12 Feb 27 08:22 leberr.txt.txt
drwxr-xr-x. 2 root root 8192 Feb 27 06:20 lost+found

drwxr-xr-x. 2 root root 8192 Mar 3 05:38 test

drwxrwxrwx. 2 leberr leberr 152 Feb 27 17:03 test fs3
ArwXrwxrwx. 2 1001 1001 152 Feb 27 06:20 ttttttt

From here on, just use your regular UNIX commands to access and restore the data.
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CONFIGURING FTP/SFTP ACCESS

FTP/SFTP must be enabled on the source NAS server (production). Its configuration is automatically replicated to the destination NAS
server (DR). Select the NAS server - Edit > Sharing Protocols - Enable FTP/SFTP. | recommend using SFTP instead of FTP
since it is more secure (FTP transfers data and passwords in clear text).

rainer3 Properties (7 X%}
General Network Naming Services Sharing Protocols Protection & Events Security Replication
SMB _| Enable FTP W Allow SMB users access to the FTP/SFTP server
NFS M Enable SFTP W Allow UNIX users access to the FTP/SFTP server
L7l [_| Allow anonymous users access to the FTP server
Multiprotocol Hide Home Directory and Audit
__| Home directory restriction Default home directory: /
¥ Enable FTP/SFTP Auditing Directory of audit files letcllog
Maximum size of audit files 512 > KB ~

For SFTP authentication, we need to configure access for UNIX users in order to access the DR NAS server since CIFS authentication
isn’'t possible there. You probably also want to uncheck the home directory restriction unless your user account only needs to access
their home directory and nothing else.

For UNIX user authentication, the following sources can be configured in the Naming services tab:
e NIS
e LDAP

e Local password file

rainer3 Properties L2 M%)
General Network Naming Senvices Sharing Protocols Protection & Events Security Repiication
DNS ¥ Enabie Unix Directory Service = NIS v
® LDAP/NIS
NIS Domain: * rainertest
Local Files
Servers:* = 8 Add

If you do not already have NIS set up, the simplest way is to use a local password file on the NAS server.

17



rainer3 Properties (7 XX

General Network Naming Services Sharing Protocals Protection & Events Security Replication
DNS @ Any record foundin Local Files (passwd, group, hosts, and netgroup) will be used even when DNS, LDAP or NIS are enabled.
LDAP/NIS i Enable Unix Identity Resolving via Local Files
e Local Files Rasewd
Users who can access the NAS Server. Each line contains username, encrypted password (optional), UID, and GID.
Retrieve current passwd file Upload New Passwd File
Group
Each line contains group name, group ID, and list of users.
Retrieve current group file Upload New Group File
Hosts
Each line contains IP address, corresponding host name, and (optionally) an alias.
Retrieve current hosts file Upload New Hosts File
Netgroup
[} Network groups. Each line contains group name and members such as hosts and other groups.
Retrieve current netgroup file Upload New Hetgroup File
Homedir
Home directories. Each line contains username, path and optionally Windows domain and other attributes.
Retrieve current homedir file Upload New Homedir File

Close

Download the current passwd file and add a line for the user account using an editor capable of handling UNIX files like Windows
WordPad:

# The passwd file contains the users who can access the NAS server.

# Each line of the passwd file defines a user and has the format:

# username:password:uid:gid:gcos:homedir:shell
# where:
# - username is the user's login name.

# - password is the encrypted password for the user.
# - uid is the user's unique numerical ID for the system.
# - gid is the unique numerical ID of the group to which the user belongs.

# - gcos, homedir and shell are not used and should be empty.

# Examples:
# vladl:CDJcOnl/51jIM:124:100:::

# ivan2:TnH/56fy43hIp:125:100:::

admin:$6SInYgtgfx$QGgek/1eEPvX0ThbQHNSNHS5 tKyQUXDOmpTTrs1BJCOZ7UQLOA9eiK0tgdrSA9jUTXVruXx04nOrwfI3sh
tCfA.:0:0::/home/service:/bin/bash
18



The highlighted part is the encrypted password (MD5 hash UNIX style). The easiest way is to get this is to generate a test account on a
Linux system that you have root access on and then copy and paste it into the passwd file like this:

[root@centos-asia fs3 rw dr]# useradd just for passwd
[root@centos-asia fs3_rw dr]# passwd just for passwd

Changing password for user just for passwd.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[root@centos-asia fs3 rw drl# grep just for passwd /etc/shadow

just for passwd:$6SRnQLpdpJsiauafBIErkZccCwK2fBNXusdR1sMM4£f1ls551i1N8n0s00hgqQVIQQVzy5t6L5knPLVSOJmDCy
JWWRBTSUKHEYt7/:17231:0:99999:7:::

[root@centos-asia fs3 rw dr]# userdel just for passwd

After that, upload the modified passwd file to the NAS server:

Now you can access your DR NAS server using any tool that supports FTP/SFTP, such as your web browser. For additional
convenience, use a tool like WinSCP or Total Commander to connect to the IP address of the Backup & Test interface on the DR NAS
server:

Session
File protocol:
|see v)

Host name: Port number:
S i 2=

v

User name: Password:

admin esscee

L Save IV] Advanced... IV}

19



Without home directory restriction enabled, this will drop you into the root of the NAS server where then can navigate to the individual
file systems and snapshots. Note that you will see each snapshot on the NAS server displayed as a directory on the root like this:

o0

2ems W ¢ O -

Access Type

207.0227_23.00.00 Ready  No No Hi33en At Ble folder(read-only)

20% 230654 Ready  No Yoz Share

2017.02:28,2300.00 Ready  MNo No Ha3en cHD! e folder(read-only)
2017.03.01,230000_1 Ready  No No Hia3en Il fle folder(read-only)
2017.03.02,230000_1 Ready Mo ho H3360. cHD! fle folder(read-only)
7 2017-0303,_230000 Ready  No No Hed3ea cipt e folder{resd-only)
2017.03-04,23.00.01 Ready  No to Fia3en. cHp! fle folder(read-only)
2017.03-05.230000_1 & Ready  No No Hidden. ot fle folder(read-onty)

00.00 Ready  No No Hia3en.cxpt e folded(read-only)

17.03-05_09.00 00 Ready  No o Fia3en. Rt tle foldee(read-only)

.10.00.00 Ready  No o Fia3en Rt Ble folder(read-only)

Ready  No o Fiagen Rt e foldet(read-only)
Ready  No o Fia3en CRpt Ble folder(read-onty)
Ready  No o 3300 CHpL Bl foldee(read-onty)
5._14.00.00 Ready Mo o %0 CRpt e foldet(read-onty)
179708502200_FHAOI1S32000 Ready  No o Fssan cxpt e foldet(read-onty)
171798502200_FNMOY1S32003 Ready Mo o Fa3en CHpt e folder(res0-onty)
FS3_RANER_FULL_FS Reaty  Yes Yes Share
now_it_can_be_NFS_exponed Reaty  No Yes Share
RAINFR £ Raav Mo Yas Shan '

Local Mark Files C ds S Options Remote Help
B &= B3 Synchronize Bl P [F] & . [5) Queue -  Transfer Settings Default - @ -
& admin@ <= = |G New Session
EC¢-BR - BRAM > ! W <ot il - - 1B @ & R FindFiles  To
Upload Edit ¥ o 22 » | Download [igg || " Edit ¥ mh [y Properties £ (& [+ [F] M
CATempltest S —
Name & Name 2 Size Changed Rights Owner *
& s . 06.03.2017 15:08:53 WXT-XT-X admin
J 2017-02-27_23.00.00 27.02.2017 23:06:03 TWXT=XT=X admin
11 2017-02-27_23:06:54 k 27.02.2017 22:57:52 WXT-XT-X admin
1. 2017-02-28_23.00.00 28.02.201712:12:27 WXF-XT=X admin
J. 2017-03-01_23.00.00_1 28.02.2017 12:12:27 TWXT-XT-X admin
4. 2017-03-02_23.00.00_1 28022017 12:12:27 PWXT-XT-X admin
|1 2017-03-03 23:00.00; 03032017 14:28:54 noe-xx admin
}.,‘ 2017-03-04_23.00.01 03.03.2017 14:28:54 WXT-XT-X admin
Ji 2017-03-05_23.00.00_1 03.03.2017 14:28:54 WX =XT=X admin
1. 2017-03-06_08.00.00 03.03.2017 14:28:54 TWXT-X-X admin
J. 2017-03-06_09.00.00 03.03.2017 14:28:54 AWXT-XT-X admin | =
J. 2017-03-06_10.00.00 03.03.2017 14:28:54 TWXT-XT-X admin
J. 2017-03-06_11.00.00 03.03.2017 14:28:54 PWXT-XT-X admin
4. 2017-03-06_12.00.00 03.03.2017 14:28:54 PWXF-XT-X admin
. 2017-03-06_13.00.00 03.03.2017 14:28:54 TWXT-XT-X admin
. 2017-03-06_14.00.00 03.03.2017 14:28:54 WXT=XI=X admin
1. 103079215248_FNM00153200377_0000.ckpt000_35754171863693... 22022017 17:48:29 PWXT-XT-X admin
1. 103079215248_FNM00153200377_0000.ckpt000_35754171863760... 22022017 17:48:30 WXT-XT-X admin
4. 171798692200_FNM00153200377_0000.ckpt000_63209728677865... 27.02.2017 16:22:04 PWXF-XT-X admin
1. 171798692200_FNM00153200377_0000.ckpt000_63209728678656... 27.02.2017 16:22:05 TWXT=XT-X admin
. fs3_multi 03.03.2017 14:28:54 WXP=XT=X admin | |
. FS3_RAINER_FULL_FS 03.03.2017 14:28:54 WXT-XT-X admin
L. lost+found 22.02.2017 17:48:11 IWXF-XP-X admin
1. now_it_can_be_NFS_exported 27.02.2017 22:57:52 TWXT-XT-X admin
1. RAINER_FS 28.02.2017 12:12:27 IWXT-XT-X admin
Jiro 27.02.2017 22:57:52 PWXE=XT=X admin  ~
<| m » ||« m ] »
IOBofOBinOOfO 0Bof81924Binl of 30 4 hidden

Note that when connecting through SFTP, the user credentials that are supplied are used for permissions purposes. The UNIX access
rights mode bits are used to grant access to files and directories.
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ACCESS VIA NDMPCOPY

Another option for restoring from any Unity system is via NDMPCopy. This basically creates a 3-way NDMP session where the source
backs up the files via TCP/IP to the destination system, which restores them. Additional free capacity is required on the destination
system to restore the data to. For NDMPCopy, both the source and destination work as a NDMP data server.

Tape library
Storage backup device
system
O
Backup
data
[ 2 ips )

The advantage of using NDMPCopy is that it retains the CIFS file owner and ACLs, just like a NDMP backup would. It is recommended
to run NDMPCopy from a Linux client that has connectivity to both the source and destination systems. A Linux version of NDMPCopy
is available from Dell EMC Online Support.

https://download.emc.com/downloads/DL32451 NDMPCopy.zip

A couple of tips:

You need to configure a NDMP password both on the source and destination NAS server
Source path can be a file system or a snapshot
o  Check using NFS or FTP that it's a valid path
Destination path has to be a writeable file system
o You cannot write directly into root (/) since that is the NAS server root, which isn’'t writeable
Destination path directory will be created automatically if it doesn’t exist
o Unless it's on the NAS server root
NDMPCopy doesn’t support a single file as the source

o You need to restore at least a directory
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https://download.emc.com/downloads/DL32451_NDMPCopy.zip

RESTORE EXAMPLE

Restoring from a read-only manual checkpoint called “ro” of file system “fs3_multi” located on a read-only destination NAS server.

Restoring to a writeable file system fs1_multi on another Unity system into directory restored_fs3

[root@ centos-asia ~]$ ./ndmpcopy 10.0.0.1:/ro/test fs3 10.0.0.2:/fsl multi/restored fs3 -sa
ndmp : NdmpNdmpl! -da ndmp:NdmpNdmpl! -sport 10000 -dport 10000 -level O

Connecting to 10.0.0.1.
Connecting to 10.0.0.2.
10.0.0.1: CONNECT: Connection established.

10.0.0.2: CONNECT: Connection established.

10.0.0.1: LOG: SnapSure file system creation succeeds

10.0.0.1: LOG: server archive: emctar vol 1, 13 files, 0 bytes read, 1983480 bytes written
10.0.0.1: HALT: The operation was successful!

Waiting for 10.0.0.2to halt too.

10.0.0.2: LOG: server archive: emctar vol 1, 13 files, 1983480 bytes read, 0 bytes written
10.0.0.2: HALT: The operation was successful!

The transfer is complete.

Elapsed time: 0 hours, 0 minutes, 7 seconds.
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